
 

124 

 

DAFTAR PUSTAKA 

 

 

Aalam, Z., Kumar, V., & Gour, S. (2021). A review paper on hypervisor and virtual 

machine security. Journal of Physics: Conference Series, 1950(1). 

https://doi.org/10.1088/1742-6596/1950/1/012027 

Adam, G. K., Petrellis, N., & Doulos, L. T. (2021). Performance assessment of 

linux kernels with preempt_rt on arm-based embedded devices. Electronics 

(Switzerland), 10(11). https://doi.org/10.3390/electronics10111331 

Aldiwidianto, W., & Prismana, G. L. E. (2023). Analisis Perbandingan High 

Availibility Pada Web Server Menggunakan Orchestration Tool Kubernetes 

Dan Docker Swarm. Journal of Informatics and Computer Science, 05, 138–

148. 

Aqasizade, H., Ataie, E., & Bastam, M. (2024). Kubernetes in Action: Exploring 

the Performance of Kubernetes Distributions in the Cloud. 

http://arxiv.org/abs/2403.01429 

Ardiansyah, Y., Sunandar, M. A., & Muhyidin, Y. (2023). IMPLEMENTASI 

KEAMANAN WEBSITE DENGAN METODE FIREWALL APLIKASI 

WEB (WAF) Studi kasus: WEB DESA WANTILAN. Jurnal Mahasiswa 

Teknik Informatika, 7(3), 2018–2025. 

Arman, M. (2020). Metode Pertahanan Web Server Terhadap Distributed Slow 

HTTP DoS Attack. Jurnal Teknik Informatika dan Sistem Informasi, 7(1), 56–

70. http://jurnal.mdp.ac.id 

Ashari, I. F., Anugrah P, L. R., Andintya W, N., Denira, S. T., Sumatera, T., & 

Selatan, L. (t.t.). ANALISIS CELAH KEAMANAN DAN MITIGASI 

WEBSITE E-LEARNING ITERA MENGGUNAKAN OWASP ZED 

ATTACK PROXY (ZAP) VULNERABILITY AND MITIGATION 

ANALYSIS OF THE ITERA E-LEARNING WEBSITE USING OWASP 

ZED ATTACK PROXY (ZAP). DINAMIKA REKAYASA, 19, 29–35. Diambil 

http://dinarek.unsoed.ac.id 



125 

 

 

Asosiasi Penyelenggara Jasa Internet Indonesia. (2026). Survei Internet APJII 

2026. APJII. https://survei.apjii.or.id/ 

Azi, M. N. A., Arifwidodo, B., & Wahyudi, E. (2023). Analisis Performansi Web 

Server Saat Menangani Permintaan Client Menggunakan Metode Reserve 

Proxy Caching dan Varnish. Journal of Telecommunication, Electronics, and 

Control Engineering (JTECE), 5(1), 14–21. 

https://doi.org/10.20895/jtece.v5i1.843 

Badan Pusat Statistik. (2026). Jumlah Penduduk Pertengahan Tahun (Ribu Jiwa), 

2025. Badan Pusat Statistik. https://www.bps.go.id/id/statistics-

table/2/MTk3NSMy/mid-year-population--thousand-people-.html 

Badan Siber dan Sandi Negara. (2025). LANSKAP KEAMANAN SIBER 

INDONESIA 2024. 

Chandra, J. C. (2022). Analisis Keamanan Layanan E-Learning Terhadap Serangan 

Dos Dan Implementasi Mitigasi Pada Universitas Budi Luhur. Jurnal TICOM: 

Technology of Information and Communication, 10(3), 197–203. 

https://elearning.budiluhur.ac.id, 

Chen, Z., Zhang, W., Tang, Y., Shu, R., Ren, F., Xu, T., & Liu, J. (2025). Principled 

Performance Tunability in Operating System Kernels. 

http://arxiv.org/abs/2512.12530 

Cloudflare. (2026). What is the OSI Model? Cloudflare. 

https://www.cloudflare.com/learning/ddos/glossary/open-systems-

interconnection-model-osi/ 

Di Meglio, S., Starace, L. L. L., & Di Martino, S. (2026). Web app performance 

testing in industrial contexts: Supporting workload generation with E2E-

Loader++. Journal of Systems and Software, 232. 

https://doi.org/10.1016/j.jss.2025.112684 

Fachrudin, M. R., & Affandi, A. S. (2025). Implementation and Analysis of 

Container Image Optimization Using Alpine Linux and Multi-Stage Builds. 

Teknika, 14(1), 9–18. https://doi.org/10.34148/teknika.v14i1.1118 

Fadhilah, F., Wahyudi, E., & Cahyadi, E. F. (2023). ANALISIS MODSECURITY 

DAN MODANTILORIS PADA SERANGAN DDOS SLOWHTTP 



126 

 

 

TERHADAP WEB SERVER. JURNAL LITEK : Jurnal Listrik 

Telekomunikasi Elektronika, 20(2), 49–53. http://192.168.121.221/ 

Fathony, I. A. N. (2022). KONTAINERISASI SHIBBOLETH IDP SEBAGAI AKSES 

MANAJEMEN SINGLE SIGN ON PADA ARSITEKTUR MICROSERVICE 

SISTEM ENTERPRISE DENGAN METODE LOAD BALANCING. 

filatof. (2025). Устанавливаем кластер Kubernetes в LXC-контейнерах 

Proxmox. Habr. https://habr.com/ru/articles/901260/ 

Flauzac, O., Mauhourat, F., & Nolot, F. (2020). A review of native container 

security for running applications. Procedia Computer Science, 175, 157–164. 

https://doi.org/10.1016/j.procs.2020.07.025 

Gautham S, Abhijit, M., & Prof. Sahana .B. (2021). Deployment of Applications 

Using Nginx Ingress Controller. Journal of University of Shanghai for Science 

and Technology, 23(7), 352–357. 

Geges, S., & Wibisono, W. (2015). PENGEMBANGAN PENCEGAHAN 

SERANGAN DISTRIBUTED DENIAL OF SERVICE (DDOS) PADA 

SUMBER DAYA JARINGAN DENGAN INTEGRASI NETWORK 

BEHAVIOR ANALYSIS DAN CLIENT PUZZLE. JUTI, 13, 53–67. 

Godinho, A., Rosado, J., Sá, F., & Cardoso, F. (2025). Evaluating Linux 

Distributions and Kernel Versions Through a Standardized Performance Test 

Battery. Procedia Computer Science, 263, 377–384. 

https://doi.org/10.1016/j.procs.2025.07.046 

Gunawan, R., Aulia, S., Supeno, H., Wijanarko, A., Uwiringiyimana, J. P., & 

Mahayana, D. (2020). ADIKSI MEDIA SOSIAL DAN GADGET BAGI 

PENGGUNA INTERNET DI INDONESIA. Jurnal Techno-Socio 

Ekonomika, 14(1). 

Hanipah, R., & Dhika, H. (2020). ANALISA PENCEGAHAN AKTIVITAS 

ILEGAL DIDALAM JARINGAN DENGAN WIRESHARK. Journal of 

Computer and Information Technology, 4(1), 11–23. http://e-

journal.unipma.ac.id/index.php/doubleclickTelepon: 



127 

 

 

Harijanto, B., & Ariyanto, Y. (2015). DESAIN DAN ANALISIS KINERJA 

VIRTUALISASI SERVER MENGGUNAKAN PROXMOX VIRTUAL 

ENVIRONTMENT. Jurnal SimanteC, 5(1), 17–24. 

Harry Setiawan, & Depandi Enda. (2024). Pengujian Load Testing Website Jurusan 

Teknik Informatika Politeknik Negeri Bengkalis. JEKIN - Jurnal Teknik 

Informatika, 5(1), 1–12. https://doi.org/10.58794/jekin.v5i1.820 

Hidayat, N., & Nugroho, M. A. (2025). ANALISIS CELAH KEAMANAN PADA 

WEBSITE SMA NEGERI 3 BERAU DENGAN METODE PENETRATION 

TESTING. Journal of Information System Management (JOISM) e-ISSN, 6(2), 

102–108. 

Ilham, M., Atthariq, & Mursyidah. (2024). Implementasi Sistem Load Balancing 

untuk Optimasi Kinerja pada Web Server Nginx Menggunakan Algoritma Ip 

Hash. Jurnal Infomedia : Teknik Informatika, Multimedia, dan Jaringan, 9, 

60–68. 

Indrajid, F., Andika, K. F., Putra, G. K. S. A., Bramanda, K. K., Saskara, G. A. J., 

& Listartha, I. M. E. (2023). Analisis Hasil DoS SYN Flood Attack Pada Web 

Server. 12. 

Ismail, A., Ananta, A. Y., Arief, S. N., & Hamdana, E. N. (2023). 

PERFORMANCE TESTING SISTEM UJIAN ONLINE MENGGUNAKAN 

JMETER PADA LINGKUNGAN VIRTUAL. JIP (Jurnal Informatika 

Polinema), 9(2), 159–164. 

Iwana, A. A., Huwae, R. B., & Jatmika, A. H. (2025). THREAT MODELING 

MENGGUNAKAN PENDEKATAN STRIDE DAN DREAD UNTUK 

MENGETAHUI RISIKO DAN MITIGASI KEAMANAN PADA SISTEM 

LAYANAN PENDIDIKAN. Jurnal Teknologi Informasi, Komputer dan 

Aplikasinya, 7, 142–153. http://jtika.if.unram.ac.id/index.php/JTIKA/ 

Jupriyadi, J., Hijriyanto, B., & Ulum, F. (2021). Komparasi Mod Evasive dan DDoS 

Deflate Untuk Mitigasi Serangan Slow Post. Techno.Com, 20(1), 59–68. 

https://doi.org/10.33633/tc.v20i1.4116 



128 

 

 

Kiperberg, M., & Zaidenberg, N. J. (2023). HyperIO: A Hypervisor-Based 

Framework for Secure IO. Applied Sciences (Switzerland), 13(9). 

https://doi.org/10.3390/app13095232 

Kusuma, G. H. A. (2022). IMPLEMENTASI OWASP ZAP UNTUK PENGUJIAN 

KEAMANAN SISTEM INFORMASI AKADEMIK. JURNAL TEKNOLOGI 

INFORMASI, 16, 178–186. https://doi.org/10.47111/JTI 

Mhd.Fakhmi, & Gultom, L. M. (2021). Peningkatan Keamanan Router Mikrotik 

Terhadap Serangan Syn Flood dengan Menggunakan Firewall Raw (Studi 

kasus : Sekolah Menengah Kejuruan Negeri 3 Bengkalis). Seminar Nasional 

Industri dan Teknologi (SNIT), 260–277. 

Muhammad, H. H., Hadiana, A. I., & Ashaury, H. (2023). PENGAMANAN 

APLIKASI WEB DARI SERANGAN SQL INJECTION DAN CROSS SITE 

SCRIPTING MENGGUNAKAN WEB APPLICATION FIREWALL. Jurnal 

Mahasiswa Teknik Informatika, 7(5), 3265–3273. 

Muttaqin, Moh., Pusvita, V., Pangaribuan, T., & Simatupang, O. (2024). Partisipasi 

Pengguna Internet Indonesia dalam Pemanfaatan LAPOR! sebagai Layanan 

Pengaduan Publik. Jurnal Pekommas, 9(2), 189–200. 

https://doi.org/10.56873/jpkm.v9i2.5314 

Nasution, E. Y., Hariani, P., Hasibuan, L. S., & Pradita, W. (2020). Perkembangan 

Transaksi Bisnis E-Commerce terhadap Pertumbuhan Ekonomi di Indonesia. 

Jesya, 3(2), 506–519. https://doi.org/10.36778/jesya.v3i2.227 

NGINX. (2024). Kubernetes Ingress Controller Deployment and Security with 

NGINX. F5, Inc. 

Nguyen, T. T., Yeom, Y. J., Kim, T., Park, D. H., & Kim, S. (2020). Horizontal pod 

autoscaling in kubernetes for elastic container orchestration. Sensors 

(Switzerland), 20(16), 1–18. https://doi.org/10.3390/s20164621 

Permana, E. R., Wahyu, F. N., Taufik, H., & Thoyyibah. T. (2024). The OSI and 

TCP/ IP Reference Models in the Era of Industry 4.0. MALCOM: Indonesian 

Journal of Machine Learning and Computer Science, 4(3), 936–942. 

https://doi.org/10.57152/malcom.v4i3.1324 



129 

 

 

Permatasari, D. I., Santoso, B., Ningtias, N., M. Halim Y.R, Atika, R., Widad, N., 

Maulana, I., & Abdurrahman R, A. (2019). PENGUKURAN THROUGHPUT 

LOAD TESTING MENGGUNAKAN TEST CASE SAMPLING GORILLA 

TESTING. Seminar Nasional Sistem Informasi, (4), 2008–2014. 

Pratama, R. K. A., & Supatman. (2024). Implementasi HAProxy sebagai External 

Traffic Load Balancer Cluster Kubernetes yang Berjalan di atas Openstack. 

Jurnal Restikom : Riset Teknik Informatika dan Komputer, 6(3), 462–473. 

https://restikom.nusaputra.ac.id 

Annisa, A. R., Ardiana, M., Rahayu, P. N., Brian, T., Jami’in, M. A., Surabaya, N., 

& Kapal, B. (2026). Performance Evaluation of Web Applications Using 

JMeter Load Testing for Server Capacity and Response Efficiency. Journal of 

Applied Informatics and Computing (JAIC), 10(1), 585–590. 

http://jurnal.polibatam.ac.id/index.php/JAIC 

Ramadhani, W., & Ridha, M. A. F. (2022). PERBANDINGAN KINERJA 

INGRESS CONTROLLER PADA KUBERNETES MENGGUNAKAN 

TRAEFIK DAN NGINX. Jurnal Komputer Terapan, 8(2), 289–295. 

https://jurnal.pcr.ac.id/index.php/jkt/ 

Robinson, Akbar, M., & Ridha, M. A. F. (2018). SQL Injection and Cross Site 

Scripting Prevention Using OWASP Web Application Firewall. 

INTERNATIONAL JOURNAL ON INFORMATICS VISUALIZATION, 2, 286–

292. 

Sahren, Dalimunthe, R. A., Saputra, H., & Sirni, D. Y. K. (2023). IDPS 

PERFORMANCE ANALYSIS FOR MITIGATING SQL INJECTIONS 

AND SYN FLOOD ATTACKS. JURTEKSI (Jurnal Teknologi dan Sistem 

Informasi), 10(1), 171–178. https://doi.org/10.33330/jurteksi.v10i1.2880 

Sahren, & Lubis, A. P. (2024). INTRUSION DETECTION SYSTEM BERBASIS 

DEEP LEARNING UNTUK PENINGKATAN MITIGASI SQL INJECTION 

DAN SYN FLOOD ATTACK. Journal of Science and Social Research, 4(4), 

1866–1874. http://jurnal.goretanpena.com/index.php/JSSR 

Saputra, P. S., Pratama, P. A., & Tjahyanti, L. P. A. S. (2023). PERANCANGAN 

DAN KOMPARASI WEB SERVER NGINX DENGAN WEB SERVER 



130 

 

 

APACHE SERTA PEMANFAATAN REVERSE PROXY SERVER PADA 

NGINX. Jurnal Komputer dan Teknologi Sains (KOMTEKS), 2(1), 16–21. 

Saputro, A. R., Nurchim, & Atina, V. (2025). IDENTIFIKASI ANOMALI 

KEAMANAN SERVER NGINX MENGGUNAKAN ALGORITMA 

ISOLATION FOREST. Jurnal Mahasiswa Teknik Informatika, 9(2), 2465–

2471. https://example.com 

Sari, W. T. W., Purwantoro E.S.G.S, S., & Ridha, M. A. F. (2023). Pengukuran 

Kinerja Kubernetes Cluster pada Nested Virtualization Berbasi KVM. Jurnal 

Komputer Terapan, 9(1), 11–18. https://doi.org/10.35143/jkt.v9i1.5606 

Sarmah, U., Borah, P., & Bhattacharyya, D. K. (2025). Streamlining HTTP 

Flooding Attack Detection through Incremental Feature Selection. 

http://arxiv.org/abs/2505.17077 

Satria, C. G., & Yudistira, B. G. K. (2025). Comparison of Container Orchestration 

(Local Kubernetes) and Virtualization Environment (Local Docker) in Node.js 

Application Management Informasi Artikel ABSTRAK. Journal of Artificial 

Intelligence and Software Engineering, 5(3), 1265–1277. 

https://doi.org/10.30811/jaise.v5i3.7266 

Shankar, V. (2025). Machine Learning for Linux Kernel Optimization Current 

Trends and Future Directions. International Journal of Computer Sciences and 

Engineering, 13(3), 56–64. https://doi.org/10.26438/ijcse/v13i3.5664 

Sheverando, W., & Wijaya, A. F. (2025). Implementasi Layer-7 Load Balancing 

Dengan Sistem Geo-Aware Failover Untuk Meningkatkan Reliabilitas 

Layanan Berbasis Web. Jurnal Teknologi dan Manajemen Industri Terapan 

(JTMIT), 4(4), 2154–2165. 

Silva, D., Rafael, J., & Fonte, A. (2024). Toward Optimal Virtualization: An 

Updated Comparative Analysis of Docker and LXD Container Technologies. 

Computers, 13(4). https://doi.org/10.3390/computers13040094 

Šimon, M., Huraj, L., & Búčik, N. (2023). A Comparative Analysis of High 

Availability for Linux Container Infrastructures. Future Internet, 15(8). 

https://doi.org/10.3390/fi15080253 



131 

 

 

Sugiyatno, & Noviar, H. (2025). Perancangan Topologi Sistem Single Sign On 

Berbasis CAS dan OpenLDAP. INSECT, 11(1), 13–24. 

Suliman, Achmad, A., & Adnan. (2021). IMPLEMENTASI HONEYPOT DAN 

PORT KNOCKING DALAM MENDETEKSI SERANGAN DDoS ATTACK 

PADA SERVER JARINGAN. semanTIK, 7(1), 17–26. 

https://doi.org/10.5281/zenodo.5034918 

Sumayyah, Z. I., Permana, S. D. S., Tsabit, M., & Setiawan, A. (2024). Penerapan 

dan Mitigasi Teknik Slowloris dalam Serangan Distributed Denial-of-Service 

(DDos) terhadap Website Ilegal dengan Kali Linux. Journal of Internet and 

Software Engineering, 1(2), 1–14. https://doi.org/10.47134/pjise.v1i2.2694 

Thomas-Reynolds, & Butakov, S. (2020). Factors Affecting the Performance of 

Web Application Firewall Factors. Association for Information Systems  AIS 

Electronic Library (AISeL). https://aisel.aisnet.org/wisp2020 

Tiwari, C. S., & Jha, V. K. (2025). OSI network layers based secured data sharins 

in cloud computing using STXORSK-QC and dhdecct-MAC. Discover 

Computing, 28(1). https://doi.org/10.1007/s10791-025-09510-8 

Tran, N. T., Nguyen, V. H., Nguyen-Le, T., & Nguyen-An, K. (2020). Improving 

ModSecurity WAF with Machine Learning Methods. Communications in 

Computer and Information Science, 1306, 93–107. 

https://doi.org/10.1007/978-981-33-4370-2_7 

Wahyu Saputra, D., Siwi Pradini, R., Anshori, M., Teknologi dan Sains, F., 

Teknologi, I., & Kesehatan dr Soepraoen, dan R. (2025). SECURITY 

ANALYSIS OF COLLEGE WEBSITES USING VULNERABILITY 

ASSESSMENT METHOD. International Journal of Computer Science and 

Information Technology, 2(1), 13–20. 

Wiedner, F., Helm, M., Daichendt, A., Andre, J., & Carle, G. (2024). Performance 

evaluation of containers for low-latency packet processing in virtualized 

network environments. Performance Evaluation, 166. 

https://doi.org/10.1016/j.peva.2024.102442 

Yakubov, D., & Hästbacka, D. (2025). Comparative Analysis of Lightweight 

Kubernetes Distributions for Edge Computing: Security, Resilience 



132 

 

 

and Maintainability. Lecture Notes in Computer Science (including subseries 

Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics) , 

15547 LNCS, 96–104. https://doi.org/10.1007/978-3-031-84617-5_8 

Yang, J., & Abraham, A. (2024). Analyzing the Features, Usability, and 

Performance of Deploying a Containerized Mobile Web Application on 

Serverless Cloud Platforms. Future Internet, 16(12). 

https://doi.org/10.3390/fi16120475 

Yenugula, M., Kodam, R., & He, D. (2019). Performance and load testing: Tools 

and challenges. International Journal of Engineering in Computer Science, 

1(1), 57–62. https://doi.org/10.33545/26633582.2019.v1.i1a.102 

Zain, A. R., Matin, I. M. M., & Kautsar, K. (2023). Analisis Implementasi 

Modsecurity dan Reverse Proxy Untuk Pencegahan Serangan Keamanan 

DDoS pada Web Server. SEMINAR NASIONAL INOVASI VOKASI, 2(1), 188–

127. 

  

 


