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Abstract: Electronic Health Record (EHR) is an electronic version of a patient's medical history
maintained by a health care service from time to time. The hacking of medical record data by irre-
sponsible parties is a security threat to the EHR system, including the EHR system belonging to the
Jember Family Health Home Clinic which is not equipped with a file security system. This research
was conducted by designing file security on the EHR system with the Triple DES (3DES) algorithm
using UML (Unified Modeling Language) diagrams. The Triple DES (3DES) algorithm was chosen
because it is considered secure in securing files. The results of this study are the design of adding
file security with 3DES to the EHR system to help maintain the confidentiality of vital medical rec-
ord data. Further research can be done by building a file security system using 3DES according to
the design that has been made.
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1. Introduction

The health sector in Indonesia has shown very significant growth in the use of infor-
mation technology in health services. This ¢an be seen in the development of electronic
medical records (EHR) as a form of use of information technology in healthcare [1]. Im-
plementing an EHR can improve healthcare delivery and positively impact patient care
and treatment [2]. An electronic medical record (EHR) is an electronic version of a pa-
tient's medical history maintained by a healthcare provider from time to time and may
contain all important administrative clinical data including demographics, progress rec-
ords, questions, medications, vital signs and medical history, past health, immunizations,
laboratory and radiological data [3].

Cyber-security methodologies related to the implementation of Electronic Health
Records (EHR) must also be applied because as many as 70% of people are worried that
their health information will be leaked. This is evidenced by the sale of patient data at the
University of Chicago Hospital and Wilcox Memorial Hospital, Kauai, Hawaii (130,000
patient data) [1]. In Indonesia, there are still some health data leaks. Millions of patent
data from sharing hospitals on the server of the Ministry of Health allegedly leaked and
sold on the dark site RaidForums on January 6, 2022. In addition, as many as 279 million
participant data of the Segial Security Administering Body or BPJS Kesehatan allegedly
leaked in 2021. Report Indonesia Cyber The Security Independent Resilience Team
(CISRT) stated that material losses from the leak of 279 million BPJS Health participant
data reached Rp 600 trillion.
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Hacking of Electronic Health Records (EHR) data by irresponsible parties is a secu-
rity threat to the Electronic Health Records (EHR) system [4]. Leaked patient data has the
potential to encourage fraud with phishing methods against data owners. Perpetrators
can reveal the disease of patients who have leaked data or certain medical conditions that
are confidential [5]. In Indonesia, some laws regulate privacy security, namely the Infor-
mation and Electronic Transactions Law (ITE) in articles 5and 6 [6], as well as the Minister
of Health Regulation Number 269 of 2008 concerning Medical Records article 2 [7].

Family Health Home (RSK) is one of the Health Clinics in Jember Regency which is
managed by a social foundation. Previous research conducted by Muhammad Yunus,
Atma Deharja, and Maya Weka Santi (2021) under the title "Designing Electronic Health
Records (EHRs) in a Jember Family Healthy Home Clinic" resulted in an EHR system, but
currently, the EHR is not equipped with a security system. medical record data [8]. So, it
is very possible for the theft of data or patient medical information in the system database.

Another study conducted by Bagas Putra Pratama & Wasis Haryono (2020) under
the title "Designing Cryptographic Applications on Archiving Documents Using the
WEB-Based Triple DES Algorithm" discusses the security of document archiving using
the Web-based Triple DES algorithm. This is because there are still many irresponsible
parties who can access files freely. So that a web-based application is built that can provide
file security using the Triple DES algorithm [9].

So, from the description and previous research, research related to the design of file
security in the Electronic Health Records (EHR) system with the Triple DES (3DES) algo-
rithm was carried out at the Jember Family Health Home Clinic. The results obtained from
this study are the design of adding file security with the Triple DES (3DES) algorithm on
the Electronic Health Records (EHR) system to be able to help maintain the confidentiality
of medical record data at the Jember Family Health Home Clinic. The Triple DES algo-
rithm is a strong encryption system in terms of data security, access control systems, and
passwords. So that no party is harmed because medical record data is safer. This research
is structured as follows: Part 1 contains an introduction. Section 2 contains materials and
methods. Section 3 contains the results and discussion. Finally, Section 4 describes the
conclusions and further research.

2. Materials and Methods

The research method used is the descriptive research method or also called the ana-
lytical research method. In this descriptive research method, literature studies and obser-
vations are carried out on problems related to research.

2.1. Medical Record Data

A medical record is a record file containing patient identity documents, examination
results, treatment given, as well as other actions and services to patients [7]. Along with
the development of information technology, Electronic Health Records (EHR) began to be
developed to store data and information on patient care. and bridge the sharing of infor-
mation between doctors, patients, and hospitals. With electronic medical records, data is
easier to store and can be used to make clinical decisions [10]. Electronic Health Records
(EHRs) help improve the quality of health information, especially in the recording, re-
trieval, and use of health data. Patients can directly benefit from secure and accessible
electronic clinical information to make better decisions [11].

Some of the benefits of implementing Electronic Health Records (EHR) are cost sav-
ings [12, 13], cost efficiency, and cost-effectiveness [14]. EHR also provides benefits to
management, namely facilitating monitoring and evaluation activities. Information ob-
tained from electronic medical records can improve supervision by management on the
productivity of medical personnel [15]. The use of electronic medical records aims to re-
duce medical errors and improve patient safety [16]. Electronic Health Records (EHR) can
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improve the readability of data because the documentation is done computerized to min-
imize reading errors and data loss. This of course can improve continuity of care and re-
porting, accuracy, patient evaluation process, medical research, and policy analysis in-
cluding the clinical decision-making process [15].

2.2. Triple DES Algorithm (3DES)

Cryptography means data security, helps ensure data privacy, maintains data integ-
rity, authenticates communicating parties, and prevents rejection [17] with a working pat-
tern as shown in Figure 1.
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Figure 1. Cryptographic Encryption and Decryption Process [17]

Triple DES is an algorithm in cryptography that uses three iterations of the DES ci-
pher with a 168-bit secret key. Where the secret key is divided into three 56-bit keys [17],
as shown in the block diagram in Figure 2.

Plaintext

First Secret Key
DES Encryption |4——

. Second Secret Key
DES Decryption  jg——— '

Third Secret Key
DES Encryption  jg—ou—

Ciphertext

Figure 2. Block Diagram of the 3DES Algorithm [17]

2.3. Unified Modeling Language (UML)

Unified Modeling Language (UML) is a visual modeling method for object-oriented
system design tools and UML is also a language that has become a standard in visualiza-
tion, design, and system documentation [18]. The UML (Unified Modeling Language) di-
agram used in this study consists of a Use Case Diagram and an Activity Diagram. A use
case diagram is a diagram that describes the interaction between one or more actors and
the application to be made [19]. Activity diagrams describe a series of the flow of activities,
used to describe activities that are formed in one operation so that they can also be used
for other activities [20].

3. Results and Discussion

Computer security issues are one of the important aspects of a system. However, this
security issue has received less attention from the owners and managers of information
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systems. One of them is medical record data on the Electronic Health Records (EHR) sys-
tem at the Jember Family Health Home Clinic. The very importance of the value of medi-
cal record data causes many other parties to want to steal the information. If the infor-
mation falls to another party, it can cause harm to the owner of the information.

Data file encryption problems usually arise when several employees ask the officer
(administrator) to keep data about themselves confidential from other parties. Therefore,
after the administrator logs in, encryption is used to secure the data in the form of files
that you want to keep secret. The encryption itself is the process of scattering the original
data into another form that is not easy to guess but can be returned to its original form if
needed.

There are so many encryption technologies, one method that is considered strong in
doing this security is the Triple DES algorithm method which is encoding by changing the
location of the letters in the message to be encoded. And to read the original message
again is enough to return the location of the letters in the message based on the key and
letter shift algorithm that has been agreed upon by the sender and recipient. Triple DES
is basic security published since January 15, 1977, and is often used everywhere, therefore
Triple DES becomes a strong encryption system in terms of data security, access control
systems, and passwords. Data is encrypted in 64-bit blocks using a 56-bit key. Data is en-
crypted into 64-bit blocks using a 56-bit key. Triple DES uses multiple levels of encryption
to convert 64-bit input to 64-bit output. Using the same steps and keys, Triple DES is used
to undo encryption (commonly referred to as the decryption process).

The way Triple DES works on the Electronic Health Records (EHR) system is to per-
form the encryption process on the admin side and decrypt from the partner side as a
third party, more details can be seen in Figure 3. In this study, the function and purpose
of adding cryptography to the algorithm Triple DES are to strengthen the security of med-
ical record data on the Electronic Health Records (EHR) Jember Family Health Home
Clinic.

Electronic Health Record (EHR)
User Admin Partner

@ Upload file
encryption
Medical record data

Figure 3. Flowchart of adding cryptography with the Triple DES algorithm

The tools used in designing additional file security with the Triple DES (3DES) algo-
rithm on the Electronic Health Records (EHR) system are UML (Unified Modeling Lan-
guage) Diagrams. UML, the full name of Unified Modeling Language, is a visual model-
ing method for object-oriented system design tools. UML is also a language that has be-
come a standard for visualization, design, and system documentation [18]. The UML (Uni-
fied Modeling Language) diagram used in this study consists of a Use Case Diagram and
an Activity Diagram.
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A use case diagram is a diagram that describes the interaction between one or more
actors and the application to be made [19]. The use case diagram in the design of addi-
tional file security with the Triple DES (3DES) algorithm on the Electronic Health Records
(EHR) system is as follows.

3.1. Use Case Dingram of the User
The Electronic Health Records (EHR) system, begins with the user/patient registering

an account to be able to register for several services such as clinical examinations and
doctors and drug prescription services, for more details, see Figure 4.

Extends
A

User
Queue number

Figure 4. Use case diagram of the user

3.2. Use Case Diagram of Admin

In the EHR application, the admin can encrypt the user/patient medical record data
in the Electronic Health Records (EHR) system. The admin first logs in and then encrypt
the medical record data before the data is stored as shown in Figure 5.

File access
Extends
File storage

e‘

Admin o
xlends Include
" Includel ~ anage medical
record data

Figure 5. Use case diagram of admin

3.3. Use Case Diagram of Partner

When there is a medical action that cannot be handled by the Jember Family Health
Home Clinic, the patient's medical record data is sent by the admin to the referral partner,
of course, the admin sends the encrypted medical record data. Partners need to log in to
the Electronic Health Records (EHR) system and carry out the process of decrypting the
user/patient medical record data before use, for more details, see Figure 6.
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Figure 6. Use case diagram of partner

An activity diagram describes a set of activities that describe the activities formed in
an operation so that they can also be used for other activities [20]. This diagram illustrates
the activities carried out by the system in carrying out the functions selected by the user.

3.4. Activity Diagram of Login
The login activity diagram is shown in Figure 7. This login is carried out by the user,

admin, and partners.
User / Admin / Partner System

o
Email Password }—

Figure 7. Activity diagram of login

Verification

successful

3.5. Activity Diagram of the Encryption
The encryption activity diagram that can only be done by the admin can be seen in

Figure 8.

Admin System

Save the encryption
result

Figure 8. Activity diagram of the encryption
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3.6. Activity Diagram of the Decryption

The activity diagram decryption that can only be done by partners can be seen in
Figure 9.

Pariner System

Upload file
encryption

Figure 9. Activity diagram of the decryption

Show the result of
the decryption

4. Conclusions

An electronic medical record (EHR) is an electronic version of a patient's medical
history maintained by a healthcare provider from time to time and may contain all im-
portant administrative clinical data including demographics, progress records, questions,
medications, vital signs and medical history, past health, immunizations, laboratory and
radiological data. These data are very vital and require data security from theft and mis-
use by irresponsible parties. The method that is considered strong in securing data is the
Triple DES algorithm method which is encoding by changing the location of the letters in
the message to be encoded. Triple DES is a strong encryption system in terms of data
security, access control systems, and passwords. By using cryptographic security on the
system, it will prevent data theft from irresponsible people, applying the Triple Des algo-
rithm can also guarantee data security very accurately.

From this research, a design for the application of the Triple DES cryptographic al-
gorithm was made for the security of medical record data on the Electronic Health Rec-
ords (EHR) system that has been created and used by the Jember Family Health Home
Clinic since 2021 from the results of previous research. The way Triple DES works on the
Electronic Health Records (EHR) system is to perform the encryption process on the ad-
min side and decrypt from the partner side as a third party.

This research is limited to system design before its implementation. UML (Unified
Modeling Language) Diagrams are used to design additional file security with the Triple
DES (3DES) algorithm on the Electronic Health Records (EHR) system. The design of add-
ing file security with the Triple DES (3DES) algorithm on the Electronic Health Records
(EHR) system is expected to help maintain the confidentiality of medical record data at
the Jember Family Health Home Clinic. That way, no party will be harmed because med-
ical record data is safer. Further research can be done by building an encryption system
using the Triple DES algorithm according to the design that has been made.
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